
 

 

Abstract—The fourth industrial revolution known as Industry 
4.0 brings digitalization of manufacturing processes to a new 
level through ubiquitous interconnection and real-time 
information flow between information technologies (IT) and 
operational technologies (OT) as parts of Industrial Control 
Systems (ICS). This information flow is not limited to but 
expands beyond factory walls enabling manufacturing systems to 
adapt quickly and efficiently to changing customer demands and 
diversified products. The adaptation is carried out through 
physical and/or functional reconfiguration of manufacturing 
systems where Industrial Internet of Things (IIoT) based on 
Cyber-Physical Systems (CPS) represents the key technical 
enabler. These changes result in a transition from centralized to 
distributed control systems architecture where the whole control 
task is achieved through intensive cooperation between smart 
devices (e.g., sensors and actuators) with integrated 
communication and computation capabilities. However, 
introducing IIoT in ICS brings about new cybersecurity issues 
due to increased communication between system elements and 
connection to the global network, making ICS vulnerable to 
different cyber-attacks with potentially catastrophic 
consequences. Recently, the research in ICS cybersecurity has 
intensified leading to significant results for continuous time and 
discrete events-controlled systems. However, cybersecurity issues 
in motion control systems that are frequently employed in 
different manufacturing resources such as machine tools and 
industrial robots were not sufficiently explored. This work 
provides an overview of the cybersecurity related challenges in 
motion control tasks. 
 

Index Terms—Industry 4.0; Cybersecurity; Cyber-Physical 
Systems; Industrial Internet of Things; Motion Control.  

I. INTRODUCTION 

INDUSTRY 4.0 as the technological response to the need 
for mass customization production implies full digitalization 
of manufacturing processes and completely digitalized 
information flow within company and beyond company walls 
[1]. This kind of digitalization requires ubiquitous 
communication inter and intra all levels of automation 
pyramid and traditional border between information 
technologies (IT) and operational technologies (OT) becomes 
fully permeable for automatic information flow [2]. Following 
this approach, Industrial Control Systems (ICS) are no longer 
isolated islands, and within Industry 4.0 they become part of 
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the interconnected world with all the costs and benefits that 
this integration leads to. 

One of the main gains of manufacturing digitalization is 
that real-time flow of information between IT and OT enables 
the effective and efficient adaptation of manufacturing 
systems to different customer needs and diversified products. 
This adaptation is achieved through physical and/or functional 
reconfiguration of manufacturing systems [3]. For both, the 
key technical enabler is Industrial Internet of Things (IIoT) 
based on Cyber-Physical Systems (CPS). Using CPS based 
devices such as intelligent sensors, the information necessary 
for functional reconfiguration of manufacturing systems is 
readily obtained in real-time. 

In the case of physical reconfiguration, the role of CPS is 
even more prominent. Namely, physical reconfiguration (Fig. 
1) requires modular equipment which is easily integrated not 
only at the mechanical subsystem, but also at the control 
subsystem level. CPS based equipment is tailored to this need 
since in these devices each mechanical module such as 
pneumatic cylinder or linear axis is augmented with its own 
local controller - LC [4], transforming mechanical modules to 
smart devices with integrated computational and 
communication capabilities. This shift leads to significant 
changes in the design of control systems where the traditional 
centralized control system architecture gives the way to 
distributed control systems. Instead of connecting all control 
loop elements (e.g., sensors and actuators) of one machine to 
the centralized controller, in the equipment based on smart 
devices the control of the whole machine is achieved through 
cooperation and intensive communication of modules’ LCs 
that carry out allocated tasks. 
 

 
 
Fig. 1.  Reconfigurable machine composed of several axes capable of 
executing different trajectories. 

 
The main cost of the IIoT introduction in ICS refers to 

cybersecurity related issues. Namely, with the connection of 
OT to global network and intensification of communication 
between its elements, ICS become open to cyber-attacks by 

Cybersecurity Issues in Motion Control – An 
Overview of Challenges 

Živana Jakovljević, ETRAN Member & Member, IEEE, Dušan Nedeljković, ETRAN Member 

PROCEEDINGS, X INTERNATIONAL CONFERENCE IcETRAN, East Sarajevo, B&H, 05 - 08.06.2023

IcETRAN 2023 ROI1.5 - Page 1 of 6 ISBN 978-86-7466-970-9



 

different adversaries. The consequences of cyber-attacks on 
ICS can be devastating and can lead to catastrophic damage to 
the equipment, environmental and safety issues, even to the 
loss of human lives. 

For these reasons, in the last decade the research in the field 
of cybersecurity for ICS has intensified. A lot of efforts were 
directed to the cyber defense mechanisms in discrete event [5, 
6] and continuous time controlled [7, 8] systems. However, 
cybersecurity issues in motion control systems that are 
frequently employed in different manufacturing resources 
such as machine tools for conventional and unconventional 
processes, industrial robots, pick and place devices, were not 
adequately addressed. Considering that communication 
intensive distributed control in these resources is readily met 
on shop floors, the lack of cybersecurity mechanisms can be 
considered as critical. In this paper we overview the 
cybersecurity related challenges in motion control tasks. 

The remainder of the paper is structured as follows. Section 
2 discusses cyber threats in ICS and proposes the taxonomy of 
cyber-attacks on ICS. Section 3 refers to the architecture of 
motion control systems and analyzes different points in which 
these systems can be distributed. Section 4 considers 
cybersecurity challenges in distributed motion control, 
whereas conclusions and future work guidelines are provided 
in Section 5. 

II. CYBER THREATS IN INDUSTRIAL CONTROL SYSTEMS 

Although recently there have been significant research 
results in cybersecurity for ICS, their application in real world 
plants is sporadic. Consequently, a number of successful 
attacks on ICS have been carried out. 

Stuxnet attack that was launched on the Iranian uranium 
enrichment infrastructure in 2010 [9] represents a turning 
point in cybersecurity for ICS. It made all stakeholders aware 
that the consequences of cyber-attacks on ICS can be 
devastating, and vast funding was directed into the research in 
this field. Stuxnet affected installed Siemens WinCC SCADA 
(Supervisory Control and Data Acquisition) systems and 
PLCs (Programmable Logic Controller) from Siemens S7 
product range. The PLCs were responsible for controlling 
centrifuges in the plant. Stuxnet recorded original data flow 
from PLCs to centrifuges during normal system operation for 
the time-period corresponding to a full operation cycle. After 
deliberate modification aiming the defects in operation, the 
data were communicated back from PLCs to centrifuges 
resulting in the breakdown of the devices. 

One of the first malware designed for ICS, in particular for 
synchrophasor based real-time control and monitoring in 
smart grid, is BlackEnergy whose v1.0 was created in 2007 
[10]. It is designed for distributed denial of service attacks, 
but also can be utilized for cyber-physical intelligence, 
spamming and deception attacks. This malware was used in 
several cyber-attacks, and the most famous is the attack on 
three Ukrainian electricity distribution companies in 
December 2015 [11]. The attack entered the system using 
spear-phishing emails and reconnaissance attack that followed 
obtained users’ credentials and working habits. Using the 

acquired intelligence, companies’ SCADA systems were 
compromised and several breakers within the electric grid 
were open. As a result, there was a six-hour long blackout in 
three provinces affecting over 225,000 people.  

Another successful cyber-attack on ICS, fortunately 
without consequences, was launched on Oldsmar's water 
treatment system, Florida, USA in 2021 [12]. After remotely 
accessing the system control computer, adversary gradually 
increased sodium hydroxide content from 100 ppm to 11,100 
ppm, the latter level being contagious for humans. However, 
the operator timely noticed the change in NaOH share, and the 
negative consequences for 15,000 inhabitants were avoided. 

An attack on Colonial Pipeline, the largest fuel pipeline in 
the USA, was also carried out in 2021 [13]. Again, phishing 
email was utilized for cyber-physical intelligence that 
acquired almost 100 GB of data. Afterwards the pipeline 
system is put offline and ransom for not putting the stollen 
system data on the internet is required. The attack stopped 
operation of this critical national infrastructure that carries 2.5 
million barrels a day and provides 45% of oil fuel supply for 
East Coast [14] for six days. 

From the given overview of the most famous cyber-attacks 
on ICS it can be observed that adversaries launch different 
types of attacks, usually in cooperation, to successfully 
conduct their malicious intents. Therefore, the classification of 
cyber-attacks can be very important for understanding their 
working principles and further development of protection 
mechanisms.  

In previous works several classifications of cyberattacks on 
ICS were presented [15, 16, 17, 18], but they were usually 
closely connected to the considered type of ICS such as smart 
grid [16], CPS [18] or to the considered class of attacks, e.g., 
denial of service [17]. In this paper, we propose the taxonomy 
of attacks on ICS that is presented in Fig. 2. At the highest 
level this taxonomy includes [19]: 

1. Denial of Service (DoS) attacks, 
2. Cyber-Physical Intelligence (CPI) attacks, 
3. Deception attacks. 
DoS attacks compromise the availability of data where the 

data source becomes temporarily or permanently unavailable 
resulting in data loss or latency. These attacks as a rule do not 
require a priori knowledge about the attacked system – only 
knowledge about implemented protocols is necessary. DoS 
attacks can be [20]: 

- Message removal – adversary directly prevents message 
arrival to the destination. 

- Message flooding – adversary sends too many messages 
or too large messages to a device and prevents the 
device to timely receive necessary messages from other 
system elements. 

- Resource Exhaustion – adversary takes over all resources 
on a device (e.g., IEEE 802.15.14 channels) and 
prevents other devices from connecting. 

- Application Crash – adversary sends to the device 
specially created message that causes the break of its 
application (e.g., stack overflow). 
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Fig. 2.  Taxonomy of cyber-attacks on ICS. 

 
Deception attacks change the data that is exchanged 

between devices or insert false messages on communication 
links and in this way compromise data integrity. These attacks 
are stealthy and perfidious, usually cannot be easily detected 
and can lead to very bad consequences for the system 
performance. To generate a successful deception attack, an 
adversary needs information about the attacked system and a 
model of its functioning. Deception attacks can be classified 
into: 

- Replay attacks – adversary records data exchanged 
between devices in one period and replays it in 
another. 

- Injection attacks – adversary injects false data in 
communication link between devices. 

- Man-In-The-Middle (MITM) attack – adversary takes 
over communication link between devices and 
modifies the data in its own way. 

CPI attacks acquire data and carry out system identification 
of the attacked system; they compromise the confidentiality of 
the system. They precede stealthy (deception or DoS) attacks. 
CPI attacks are classified into following categories: 

- Eavesdropping – adversary takes over communicated 
packages. 

- Reconnaissance – adversary takes over communicated 
messages and discovers vulnerabilities of the target 
either in an active engagement or as a passive observer; 
the goal is to get intelligence that will be used to create 
stealthy attacks. 

- Spoofing – adversary successfully presents itself as 
another device that has privileges to communicate with 
the attacked device and gets access to communication 
links; this attack represents a basis of all deception 
attacks. 

Generally, in ICS the deception attacks are considered as 
the most dangerous since they can lead to different changes in 
system functioning and remain undetected for a long time-
period. DoS attacks if launched in properly selected time 
instants can also lead to different consequences and remain 
stealthy. Finally, the success of both deception and DoS 

attacks completely depends on the intelligence obtained using 
CPI attacks. 

III. DISTRIBUTION OF MOTION CONTROL TASKS 

Motion control represents the key element of control 
systems in the machines that can execute complex and 
programmable trajectories such as machine tools and 
industrial robots. For example, the control unit of a machine 
tool consists of Human-Machine Interface (HMI), 
Programmable Logic Controller (PLC) and Numerical Control 
Kernel (NCK). HMI is utilized for part program input or 
transfer from other elements of ICS such as Manufacturing 
Execution System (MES), program simulation before running, 
supervision of machine during automatic operation, machine 
control in manual operation, etc. PLC carries out all functions 
of the machine that are not related to its trajectory, such as 
turning on/off the spindle, emulsion feed start and stop, tools 
magazine control. Finally, NCK, as the most complex and 
important element of control unit, carries out the tasks related 
to the motion control of the machine. 

As already discussed in introduction, to facilitate the 
reconfigurability of machines, it is necessary to introduce the 
modularity of its control software and hardware that closely 
follows already existing modularity of mechanical subsystem. 
In the case of machines with motion control, it is natural to 
introduce (Fig. 3): 

i) High level controller (HLC) that carries out HMI and 
some of the PLC and NCK functions and 

ii)  Low-level controllers (LLC) for each of the axes. LLCs 
are responsible for some of the NCK functions and 
PLC functions related to the axes (e.g., limit switches). 

 

 
 
Fig. 3.  Distribution of motion control tasks to individual axes. 

 
The allocation of NCK functions to HLC and LLC is highly 

related to the structure of NCK. There are two types of NCK 
depending on the point at which Acceleration/Deceleration 
(Acc/Dec) is introduced into the trajectory segments [21]: 

- Acc/Dec Control After Interpolation (ADCAI), 
- Acc/Dec Control Before Interpolation (ADCBI). 
ADCAI based NCK (Fig. 4a) consists of several software 

modules. The first module – interpreter parses the program 
and transforms it into internal data format suitable for 
subsequent processing. It calculates the desired trajectory 
segments (start and end points, radius and center points of 
arcs, etc.) taking into account workpiece and local coordinate 
systems, tool compensations and similar elements of the part 
program. Interpreted data are passed to the rough interpolator 
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which calculates the motion of each axis in the form of the 
incremental reference positions that the axis should reach to 
achieve the commanded trajectory of the machine in 
synchronization with other axes. After rough interpolation, 
data is passed to Acc/Dec module that modulates the 
trajectory of each axis separately to enforce gradual change of 
the velocity (e.g., trapezoid or S shaped profile). Next module 
carries out fine interpolation to adjust the sampling interval of 
rough interpolator with sampling interval of position control 
loop that can be closed at higher rate. Finally, the required 
incremental reference positions of the axis are passed to 
position controller for execution.  

In ADCBI (Fig. 4b) on the other hand, the rough 
interpolation and Acc/Dec control are carried out in different 
order, i.e., Acc/Dec control is performed before rough 
interpolation on the whole trajectory segment and not on the 
individual axis segment as in the ADCAI. Furthermore, a 
look-ahead module is introduced before Acc/Dec control to 
avoid unnecessary slowdowns between subsequent sections. 
The role of this module is to inspect interpreted command 
several segments ahead and to calculate feasible speeds at the 
beginning and the end of the segments depending on their 
length with the goal to achieve the commanded feedrate. The 
rough interpolator is followed by the fine interpolator and 
position controller. 

 

 
 
Fig. 4.  The structure of NCK and possible distribution points: a) ADCAI, b) 
ADCBI.  

 
It can be observed that regardless of the position of 

Acc/Dec control NCK has a modular structure in which the 
first modules, up to the rough interpolator, carry out the 
functionalities related to the whole machine, whereas the 

downstream modules consider each axis separately. From this 
structure it implies that natural points for distribution of 
control tasks between HLC and LLC are between subsequent 
software modules (Fig. 4). 

A thorough analysis of the communication bandwidth and 
real-time requirements for distribution of control tasks 
between HLC and LLCs has shown that the most convenient 
distribution points are distribution point 2 for ADCAI and 
distribution point 4 for ADCBI (Fig. 4) [22]. These points are 
exactly after rough interpolator where the control system tasks 
transfer from those related to the whole machine to the tasks 
related to the individual axes. At these points, the data related 
to the incremental positions per one instance of interpolation 
period are passed between modules. 

Traditionally all NCK modules, including position 
controller, are installed on a single control unit that passes 
relevant data to servo drivers which close velocity loops. 
However, contemporary servo drivers have the possibility to 
close position loop as well. This leads to the shift from 
centralized to NCK distributed at distribution point 4 for 
ADCAI and distribution point 5 for ADCBI [23] and in 
industrial practice networked motion control systems can be 
encountered more and more. These systems include [24]: 

- Motion controller, 
- Servo drivers, 
- I/O modules, and 
- Real-time Ethernet (RTE). 
In networked motion control motor drives and I/O modules 

are integrated into the machines in plug-and-play manner 
using RTE and machine operates through intensive 
communication between these devices. 

IV. CYBERSECURITY CHALLENGES IN DISTRIBUTED MOTION 

CONTROL 

Following the analysis of the distributed motion control 
presented in previous section, two levels of communication 
can be identified (Fig. 5) within distributed motion control in 
digitalized manufacturing: 

i) Transfer of the program that contains trajectory (NC 
program) from the system at higher level of automation 
pyramid, e.g., MES to the HLC, 

ii) Intensive communication between HLC and LLCs during 
machine operation at the selected distribution point. 

Both levels of communication can be an attractive target for 
cyber-attacks. When the transfer of program to HLC is 
considered, the most significant cyber threats refer to 
deception attacks. Replay attack can lead to repetition of 
trajectory resulting in e.g., additional manufacturing of 
previously made part and economic consequences thereof. 
Injection and MITM attacks can alter the programs and lead to 
different changes in motion trajectory with respect to the 
originally created. Even if small, these changes can have 
significant effects on the system performance. For example, 
they can result in manufacturing of scrap due to dimension 
and tolerances unconformities. Furthermore, the program 
changes can lead to severe damages of the equipment or even 
to the safety issues e.g., if the robot collides with the 
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environment due to the introduced program alterations, or if 
the changes in feedrate lead to the tool breakage in machining 
processes.  

The consequences of DoS attacks at the level of transfer of 
program to HLC are far less severe since these attacks result 
in the latency of program execution start. In addition, DoS 
attacks at this level can be relatively easily detected as a 
problem in communication. 
 

 
 
Fig. 5.  Possible points of attack in distributed NCK.  

 
Cybersecurity issues at the transfer of program to HLC are 

appropriately recognized and they were in the focus of a few 
research works. As a rule, in these investigations 
exteroceptive sensors were used to compare the commanded 
with the executed trajectory. For example, two approaches 
based on the analysis of multimedia signals for the detection 
of cyber-attacks in additive manufacturing are proposed in 
[25]. One method recognizes cyber-incident using spectral 
analysis of audio signal and the other carries out the 
comparison of the path reconstructed from video with the 
commanded path. As observed in this work, the method based 
on audio signal requires less expensive installation, but it is 
more sensitive to the background noise, thus making the 
method based on video stream preferable in long run. Cyber-
attack detection in additive manufacturing based on vibration 
signal was also explored [26], where the features extracted 
using LSTM (long short-term memory recurrent neural 
networks) based autoencoder were employed. 

Another research from [27] explored the implementation of 
machine learning, in particular the classification based on k-
Nearest Neighbors (kNN), random forest and anomaly 
detection, for the detection of MITM attacks on 
communication of part programs in additive manufacturing 
and milling. For additive manufacturing image analysis of 
video stream and for milling analysis of audio signal is 
performed. In both use cases different machine learning 
methods have shown comparative results on selected cyber-
attacks.  

Research work presented in [28] considered the MITM 
attack that aimed at the change in the geometry of part 
obtained using CNC turning. In the proposed solution the 
attack is detected using control charts designed over the 
machining time of individual cutting cycles extracted from 
spindle power consumption. 

The analyzed approaches represent pioneering research in 
cybersecurity for motion control and their effectiveness in the 
most perfidious attacks that aim exceedingly small, but 

effective changes in trajectory (e.g., resulting in violation of 
tolerances) is to be explored yet. Furthermore, these 
approaches can detect the changes in trajectory, but cannot 
localize their source. In addition, it is not clear where in the 
control system the methods would be employed and how the 
ground truth program would be securely presented to the 
method. 

The second level of communication within distributed 
motion control - the communication between HLC and LLCs 
is more intensive and suitable for launching highly creative 
cyber-attacks. Namely, the execution of the commanded 
trajectory within desired tolerances requires the 
synchronization of individual axes motion and synchronous 
execution of LLCs’ control algorithms. Even without attacks 
in distributed motion control this requirement represents a 
challenging task since LLCs are realized on different 
hardware components with potentially unsynchronized clock 
sources. Lack of clocks synchronization in LLCs leads to the 
unsynchronous actuation signals (motor pulse trains) and to 
the errors in the obtained trajectory as presented in Figure 6. 
For this reason, several methods for the synchronization of 
LLCs algorithms execution were developed [29, 30, 31]. 
 

 
 
Fig. 6.  Errors in trajectory introduced through the lack of synchronization 
between axes: a) y axis lags x axis for a fixed period; b) error in pulse width 
synchronization.  

 
Thus, on the communication links between HLC and LLCs, 

in addition to deception attacks, DoS attacks if launched 
properly can lead to undesired consequences. Namely, short 
term DoS attack can remain unnoticed, but desynchronize 
axes or make their LLCs starve the tasks.  

Although the distributed motion control at distribution 
point 4 for ADCAI and distribution point 5 for ADCBI is 
readily employed in industrial practice, the cybersecurity at 
this level of system integration did not draw the required 
research attention. One example of the investigations in this 
direction is the research from [32, 33] that proposed controller 
encryption for motion control systems. 

V. CONCLUSION 

This paper considered cybersecurity issues and challenges in 
motion control tasks within ICS. Firstly, we reviewed several 
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attacks on ICS whose potential/real consequences have 
triggered faster developments in the field of ICS 
cybersecurity, and then we proposed the taxonomy of cyber-
attacks on ICS. Our focus was directed to motion control as 
the key element of control systems in machines such as 
machine tools and industrial robots. Before consideration of 
security concerns, we explained how motion control tasks are 
distributed and what are possible distribution points according 
to the structure of NCK. Security issues were discussed in the 
context of two levels of communication, one between the 
system at the higher level of the automation pyramid and 
HLC, and the second between HLC and LLCs. The conducted 
analysis covered different types of attacks and points of 
attack. Obtained knowledge could hold significant value in 
the development of novel security mechanisms which 
represents the goal of our further research. 
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