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in Industrial Control Systems

To improve productivity and efficiency in industrial manufacturing, the
Sfourth industrial revolution leads to the implementation of Cyber Physical
Systems (CPS) and Internet of Things (IoT) in the industrial environment.
Ubiquitous communication makes CPS susceptible to external influences,
which can have a negative intention, for instance, CPS are prone to
various attacks and malicious threats by different adversaries. The impact
of an attack on the system can lead to anomalies and serious consequences
for system parts or the system as a whole. Security mechanisms must be
developed in order to timely detect different attacks and to keep the system
safe and protected. In this paper, a method for sensor signal attacks
detection in a continuous time controlled systems has been proposed. The
method is based on Support Vector Machines (SVM) and tested on the data
obtained from the Secure Water Treatment (SWaT) testbed, a scaled-down
plant that produces purified water.
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1. INTRODUCTION

To meet the requirements concerning efficient and
flexible production, manufacturing enterprises have to
embrace forthcoming technologies - Internet of Things
(IoT) [1] and Cyber Physical Systems (CPS) [2]. The
utilization of these technologies in industrial processes
leads to significant changes that are characterized as the
fourth industrial revolution — Industry 4.0 [3, 4].

CPS integrate cyber capabilities into physical ele-
ments through their augmenting by cyber modules with
integrated computation and communication abilities.
The devices within Industry 4.0 plant (e.g., sensors and
actuators) represent CPS, i.e. smart devices that can
perform local processing and communicate with each
other. The control of industrial plant is carried out thro-
ugh intensive communication between the central cont-
rol system and smart devices in the plant (Figure 1) or
through mutual communication between smart devices
in the case of distributed control. This implies fully imp-
lemented internet communication, usually wireless [5],
which allows such systems to be controlled and moni-
tored online. The widespread communication opens up a
new space for potential cyber attacks. These attacks can
have fatal consequences; they can disrupt or completely
disable the functioning of the system, or even influence
the safety. Therefore, the development of defense tech-
niques with a high level of protection is necessary in
order to make systems attack-resilient and keep its nor-
mal functioning. Timely detection of anomalies can be
crucial for preventing possible negative consequences.
This represents a challenging task since, as a rule,
adversaries aim to remain stealthy during the attack.
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Generally, malicious cyber attacks can be classified
as Denial of Service (DoS) or deception attacks [6].
Making data temporarily or permanently inaccessible,
DoS attacks obstruct data from reaching their
destinations and in essence they are similar to failures in
communication. DoS attacks are not adapted to the
system on which they act, they have a general goal to
disrupt system functioning. Unlike DoS attacks that do
not aim to be stealthy, deception attacks are more
difficult to recognize. Deception attacks are able to
manipulate data at a higher level, sending corrupted data
to the system components.

In network controlled continuous time systems,
controller closes control loop over the communication
network through intensive communication with smart
sensors and actuators. On the controller sensor input
deception attack, adversary changes real plant output —
sensor signal x(#) to corrupted controller sensor input
x*(t), whereas actuator output deception attack changes
the real value of the controller output signal u(f) with
corrupted value u*(¢) (Figure 1).
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Figure 1. Model of a continuous time system under attack [6]

Deception attacks detection represents a challenging
task, and a number of different techniques for solving
this issue were recently proposed. All these techniques
can be classified into two groups: (1) data-centric and
(2) design-centric [7]. Data-centric techniques use
collected system data, while design-centric techniques
are based on system analytical model and its control
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algorithms. In [8], attack detection and identification
issues are considered through the design-centric techni-
que that uses the proposed CPS model.

Different data centric techniques were developed as
well. For example, an anomaly detection method based
on convolutional neural networks is proposed in [9].
Research work from [10] presents methods based on
deep neural networks (DNN) and one-class support
vector machines. Autoregression modeling and control
limits techniques deployed for PLC security monitoring
in [11], also belong to the data-centric group. A com-
parison of the performances of linear classification me-
thods (Logistic Regression, Lasso, Support Vectors
based classification with linear kernel), decision trees,
and fully connected neural networks in cyber attacks
detection in networked industrial control systems is
presented in [12]. The analysis has shown that among
the considered techniques fully connected neural net-
works presented the best accuracy (around 80%).

In this work, we consider sensor signals deception atta-
cks and we propose a method based on e-insensitive Sup-
port Vector Regression (e-SVR) for their detection. The
performances of the method are evaluated using publically
available Secure Water Treatment (SWaT) dataset [13].

The reminder of the paper is organized as follows.
Section 2 briefly outlines the e-SVR, whereas in Section 3
we present the developed method for sensor signal attacks
detection. Section 4 refers to implementation and expe-
rimental evaluation of the proposed method using SWaT
dataset. Finally, the conclusions and directions for future
research are discussed in Section 5.

2. SUPPORT VECTOR REGRESSION

This section provides a short overview of & insensitive
support vector regression (e-SVR) that represents a
basis of the proposed method for sensor signal attacks
detection. For a given training data set {(xy, y1), (X2, 2),
..., (X1, ¥1)}, where x;, i€[1, [] denotes input variables
vector, and y; represents the corresponding response
value, the aim of e-SVR is to find a function f{x) which
has a maximum ¢ deviation from y;, and simultaneously
tends to be as flat as possible. Errors that are less than
the value of ¢ are not considered. The function f(x) in
the case of linear dependence is described as follows:

f(x)=(w,x)+b (D)

The flatness of the function is achieved when w is
small. Thus, given considerations can be formalized
through the following minimization problem:

NV ST
mll’llleé-”W”
2 2

subject t0|y,- - (w, X; > - b| <e¢

which minimizes the norm of w while keeping all the
data within & tube around f(x;). Expression (2) implies
an approximation of all pairs (x;, y;) with ¢ precision. As
this case does not frequently happen in reality,
deviations can be allowed by introduction of slack
variables &, &, in (2) leading to the following form of
the optimization problem [14]:
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where constant C corresponds the tradeoff between
function flatness and the number of points that fall
outside the e-tube. The optimization problem (3) can be
represented in its dual form [14]:

minimize

/
S

ij=1
/ N / N
_€Z(ai_ai)+zyi(ai_ai) 4)
i=1 i=l
subject to

/
Z(ai —0{?) = O,Wherea,-,a? €[0,C]
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In (4), a; and a; represent Lagrange multipliers. If
the condition |[f{x;)-y| > ¢ is fulfilled, the Lagrange multi-
pliers are non-zero. Otherwise, if the vectors are within
the e-tube, a; and o; vanish (equal zero). Vectors
corresponding to non-zero a; and a; are called support
vectors. The solution of the problem described in (3) is
given by:

w=> (e —a;)x (5)

where ns represents the number of support vectors, and

f(x) becomes:

(x):Z(al-—a;k)<xi,x>+b (6)

ns

&SVR can be extended to non-linear regression.
This is achieved by mapping the input vectors into high-
dimensional space where the regression is linear. Since
in (4), training input vectors are only present in inner
product the space of higher dimension can be implicitly
defined, i.e. it is only necessary to know inner product
in this space and not the explicit transformation of data.
Inner product can be defined using kernel K(x, x;) (a
function that satisfies the conditions of Mercer’s theo-
rem [14]) leading to the following form of relation (4):

minimize

1 & . .
Y Z (o =0 ;- )K(xg,X;
i,j=1

! !
—52(0:,-—05?)+Zy,-(0(,-—0!;) (7
i=l i=l

subjectto

[
Z(ai —0::) =0,where;,a; € [0,C]

i=l
Accordingly, the function f{x) becomes:
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F(x) =Y (@)K (xi.x;)+ )
ns

Some of the commonly used kernels are polynomial
kernel, radial basis kernel, wavelet kernel, sigmoid
kernel, etc. It is necessary to select the kernel that is
effective for the given application. The kernel chosen
for the application in this work is radial basis function
defined as follows:

2
K(x,xi):exp{—y|x—xi| } 9)
where y determines the width of the bell-shaped curve.

3. SENSOR SIGNAL ATTACKS DETECTION METHOD

The method for sensor signal attacks detection that we
propose in this paper consists of offline &SVR training
and online attack detection. During training, &SVR
model of the sensor signal for the system operating

under normal conditions is generated, whereas online
attacks detection is based on the discrepancy between
sensor signal values estimated using generated model
and measured values (Figure 2).

In our approach, the current value of the sensor
signal x; is estimated from the buffer of previous &
values x;, ...x;.; generating the independent variables
vector X;=[X;, ... Xi1].

Thus, in the training phase, ordered pairs of
independent and response values are defined as follows:

(%) =[xt L3 )

([225+ o241 s a2 )+ (X oo Xt 15 )

(10)

The buffer length £ is one of the parameters that
should be tuned during training in order to get as good a
model as possible. Furthermore, ¢-SVR parameters (¢, C,
and radial basis function parameter y) need to be set. Each
combination of the parameters leads to one e-SVR model.

................................................

Normal operational dataset s previous k
Training Testing : samples | Measured
data data i value
I current :
£SVR £-SVR $ estimated value x;
models Model mpdel value %, Comparison | :
selection =:> Estimation | ——=> |x,. —:‘cj|>A,,,u :
: [Buffer size €-SVR Attagk
: k parameters detection
kernel, €, C
T Offline Online

Figure 2. Overview of the method for sensor signal attacks detection

For the selection of the most appropriate model, two
criteria are employed: (1) number of support vectors
(SV), and (2) the model accuracy over the whole dataset
including test data. To keep the model as simple as
possible and to reduce the computational complexity
and the online estimation latency thereof, the number of
the support vectors should be as low as possible. On the
other hand, the reduction of the number of support vec-
tors can lead to the inaccurate model. Thus, to preserve
the quality of the estimation, we also consider the
number (A,,,) of estimated values over the whole dataset
whose absolute errors with respect to response values
exceeded the threshold m. The threshold is based on the
mean absolute deviation between the real x; and the esti-

mated values |xj - xj| > A

1 & .
m=100; > -5 (11)

i=k+1
Once appropriate model is selected during offline
training phase, the online attack detection is carried out

based on the difference of estimated and measured
values. If the absolute error between measured sensor
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value and estimated value exceeds the detection
threshold, the attack or another anomaly in the system
performance is present. The attack detection threshold
(Aax) represents the maximum absolute error between
estimated and measured signal values on the whole
dataset increased by 10%:

Amax
fori=k+1,...,n

=1.1-max|xl~—fcl~|

(12)

Thus, during online detection, the attack occurs
when the absolute difference between measured (x;) and

estimated X j sensor signal value crosses over A,

;=% > A (13)
4. IMPLEMENTATION AND EXPERIMENTAL
EVALUATION OF THE PROPOSED METHOD

To test the performances of the proposed method, we
have used the publicly available SWaT dataset. In this
section, before presenting the results of the method
implementation, we briefly overview the dataset and the
system that was used as a platform for its generation.
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4.1 Secure Water Treatment (SWaT) testbed

SWaT is functional scaled down water treatment plant
at the Singapore University of Technology and Design,
which is capable to produce 5 gallons of purified water
per minute. It was built to provide data from the real
system useful for research mainly in the field of cyber-
security [15]. The whole process of water purification is
divided into 6 serially interconnected stages (P1 to P6),
as shown in Figure 3. Each of the stages contains a
number of sensors and actuators, from which the
required signals are obtained. Sensors and actuators are
connected via wired or wireless links to the appropriate
PLCs (Programmable Logic Controller). Further, all
PLCs within the SWaT are connected to the SCADA
(Supervisory Control and Data Acquisition) system.
Data from all sensors and actuators were recorded
every second for 11 days. The data is generated in 2

Chemical tanks and dosing pumps

cases: (1) under normal conditions (without attack), and
(2) when the attacks are present. A total of 41 attacks
have been created, of which 36 have a physical impact
on the system. Regarding the location of the attack, they
can be simultaneously focused on a single or on multi-
points within one or more stages, and each of the attacks
is labeled along timeline. Attacks are of different types,
duration, intensities, and therefore impact the parts of
the system and/or the system as a whole.

In the focus of this paper are anomalies/attacks
affecting the LIT101 sensor, a water level sensor on raw
water tank, whose location is at the first stage, as shown
in Figure 3. On the LIT101 sensor signal attack, the
water level in the tank can come out of the permitted
range (underflow/overflow), or other damages to the
system such as pump P101 damage and UF Feed Tank
water level underflow/overflow can occur.

Raw Water
P1 I
s i i : I HCL l
. LIT101 P101 e
!”-- N Raw Water Pt
'MV'IO'I,_,(_).
:" ’ Tank
L HTI00 ]

1

' P201 P203 P205 . e

"IE: Y Y Y ) Swtic | mvao;
« FIT201, AIT201  Chemical dosing station Mixer N

1 .

AlT202, AIT 203

v i
P4 | LT301 | UFFeed i
S O S o SPU Tank [
' 1
; P401 LIT401 ¥ DPIT301 -, P301 |
i | ultraviolet ) | [ ROFeed | ROFeed : YT Ultrafiltration | . [ UF Feed |
i Dechlorinator EIT401 Pump Tank : : Unit (UF) Pump !
' T q ! O et ———mm e mm s
! iP5 ]
e T L r T L LT e e h Re il UF backwash | UF backwash :
! Cartridge «| RO Boost 5| Reverse Osmosis (RO) [T o Tank Pump i
. Filter ~1  Pump - Unit I : P602 :
H AlT03 P501 1 Pr 1| Raw Permeate Water !
i AIT504 . ! Tank recycled !
b e e e . - . ——-—————————— ———————— ] :

Pr: Permeate Re: Reject

AlTxxx: Analyzer Indicator/Transmitter. DPITxxx: Differential Pressure Indicator/Transmitter.
FITxxx: Flow Indicator/Transmitter. LITxxx: Level Indicator/Transmitter. MVoo: Motorized valve. Pxxx: Pump.

Figure 3. SWaT testbed process overview [13]
4.2 Experimental results

Described method for attacks detection was imple-
mented in MATLAB and tested using LIT101 sensor
signal data, a part of which (for the normal system
performance) is shown in Figure 4. Before using SWaT
data in offline training, it is necessary to cut off the part
that relates to the operation of the system before estab-
lishing a stable operating mode as presented in red line
in Figure 4.

In the case of LIT101 sensor, this means that the
tank should get into the continuous mode of charging
and discharging. Therefore, the first 15400 data records
were removed, leaving a normal operation dataset with
a total of 481400 records. 10% of normal operation
dataset are used for e-SVR training. A number of
models for different parameters’ values were tested. The
experiments have shown that the error cost parameter C
and kernel parameter y do not have significant influence

10 = VOL. 48, No 1, 2020

on the model accuracy. On the other hand, we have
varied the buffer size k in the range of 2 to 10 and the &
between 0.03 and 1. The best result for both criteria
(707 support vectors and A,,~=0) was achieved for
parameter values e=1 and £=2.

1000 , :
900 |
800 |
700 |
600 |
500 |
400
300
200

LIT101

—— part of the input data |
—— system initialization |

0 2 4 6 8

10 12 14 16 18x10'
t(s)

Figure 4. Part of the input data under normal conditions

FME Transactions



The online application of the method employing the
selected model was simulated using the data obtained
during system performance under attack. This dataset
contains 449919 records. Our method was able to
appropriately detect all five attacks on the LIT101

sensor, as presented in Figure 5. In Figure 5, the signal
values for LIT101 from the SWaT dataset during attacks
on LIT101, and their predicted (estimated) values are
shown in blue and red line, respectively.

Attack 3 Attack 21 Attack 30
900 : 700 ' 800
800 650 700 !
— — = 600 '
[e] o o '
= 700 - —
) = 600 e 500 :
3 600 ._1 — 400 '
300 >0 300 ;
et 3 '
400 : 5000 I :
45 5 5.5 6 6.5x10° 1.168 1.17 1.172 1.174 1.176 1.178 x10 279 28 281 282 283 284x10’
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Attack 33 Attack 36
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700 ! .
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300 : 200 : -=-=-- pomt ot attaci
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Figure 5. Detected attacks on the LIT101 sensor
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Figure 6. Detected attacks on the adjacent devices

A blue asterix markers indicate the moments in
which the condition in (13) is fulfilled, and in which the
attack is detected. The set of detected attacks includes':
(1) single stage single point attacks on LIT101 (attack 3
— Figure Sa, attack 33 - Figure 5d and attack 36 — Figure
Se), (2) single stage multi points attack 21 on raw water
inlet motor valve MV101 and LIT101 (Figure 5b), and
(3) multi stage multi point attack 30 on LIT101, raw
water pump P101 and feed water tank inlet motor valve
MV201 (Figure 5c).

In addition to the LIT101 sensor signal attacks, the
method detected two attacks on the adjacent devices that
had the influence on the water level of raw water tank
(Figure 6).

In particular, single stage single point attack on raw
water inlet motor valve MV 101 (attack 1 — Figure 6a)
and multi point multi stage attack on P101 and LIT301

'Attacks are labeled as presented in [13]
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(attack 26 — Figure 6b) were detected. On the other
hand, the method presents false positives neither on
dataset with attacks nor on dataset obtained during
normal system functioning.

5. CONCLUSSION

This paper proposed a method for sensor signals attack
detection in remotely controlled continuous time
systems that is based on the prediction of sensor signal
values using e-insensitive SVR. The method is data
centric and it is based on e-SVR model obtained from
the sensor signals values acquired during normal system
operation. For the evaluation, we used the raw water
tank level sensor - LIT101 signals from SWaT testbed
dataset. As presented in the paper, the method was able
not only to efficiently detect the attacks on the sensor
signals, but also some of the attacks on the adjacent
actuators, without false positives. It is worth noting that
there is a low latency of the detection with respect to the

VOL. 48, No 1, 2020 = 11



moment of the attack occurrence in the signal — it is at
the level of 1 sample. During implementation, a number
of parameters should be set. In this paper we chose their
values by trial and error. A method for optimization of
these parameters represents an avenue for future work.
Furthermore, future work will address the attacks on
actuators as well as the methods for the classification of
the attacks according to the point of the attack.
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JAETEKIIUJA HAITAJJA HA CEH30PCKE
CUTHAJIE Y HHAYCTPUJCKUM
KOHTPOJIHUM CUCTEMHUMA

J. HenesbkoBuh, 7K. JakoB/beBuh,
3. MusbkoBuh

Y mmipy moBehama NMPOXYKTHBHOCTH M €()MKACHOCTH
MIPOM3BOALE, YETBPTA MHIYCTPHjCKA PEBOIIYLIHja BOIH
Ka IMIUIEMEHTAINj1 KHOSPHETCKO (PH3UYKUX CHCTEMa U
WHTEpHETa CTBAapH Yy HWHIYCTPUJCKOM OKpPYKEHY.
CBeoOyxBaTHa KOMYHHKANWja YHHH KHOEPHETCKO
¢bu3nuKe cucTeMe MOJUIOKHUM Ha CIOJhALIbE YTHIIjE,
KOJHU YeCTO MOry HMAaTH HETaTUBHY Hamepy, HIIp.
Hamagy ¥ CMETHE MPOHUCTEKIN OJ] PA3IMUUTHX Y3pPOU-
HUKa. YTHIa] Hamajga Ha CUCTEM MOXE JOBECTH JI0
aHOMaJIMja U 030MJBHUX IOCJEHLA MO JIEJIOBE CUCTEMA
Wi cucreM y uenoctu. Crora, ogOpamMOeHn MeXaHU3MH
32 TpaBOBpeMEHY [ETeKIHjy Hamaja Mopajy OuTH
pa3BHjeHH, Kako OM ce CHUCTEM 3alUTHTHO M OApKasa
BeroBa (PyHKIIMOHATHOCT. Y OBOM pajay, IpeIoKeH je
METOJ] 3a ACTEKIHjy Hamaja Ha CEH30pCKe CHTHAle y
KOHTHHYaJIHO YIpaBJbaHUM CUCTEeMUMa. Merton je
0asupaH Ha MamHama ca HocehuMm BekTopmMa, a Tec-
THPaH Ha CKyIly [T0JjaTaKka U3 CUCTEMa 3a Ipepajy BoJe.
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